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Summary of Alerts

Risk Level Number of Alerts

Medium 4

Low 6

Informational 4

Alerts

Name Risk Level
Number of 
Instances

Absence of Anti-CSRF Tokens Medium 57

Content Security Policy (CSP) Header Not Set Medium 61

Missing Anti-clickjacking Header Medium 56

Vulnerable JS Library Medium 1

Big Redirect Detected (Potential Sensitive 
Information Leak)

Low 5

Cross-Domain JavaScript Source File Inclusion Low 60

Server Leaks Information via "X-Powered-By" 
HTTP Response Header Field(s)

Low 61

Server Leaks Version Information via "Server" 
HTTP Response Header Field

Low 87

Timestamp Disclosure - Unix Low 56

X-Content-Type-Options Header Missing Low 77

Information Disclosure - Suspicious Comments Informational 67

Loosely Scoped Cookie Informational 61

Modern Web Application Informational 58

User Controllable HTML Element Attribute 
(Potential XSS)

Informational 1

Alert Detail

Medium Absence of Anti-CSRF Tokens

No Anti-CSRF tokens were found in a HTML submission form.

A cross-site request forgery is an attack that involves forcing a victim to send an HTTP 
request to a target destination without their knowledge or intent in order to perform an 
action as the victim. The underlying cause is application functionality using predictable URL
/form actions in a repeatable way. The nature of the attack is that CSRF exploits the trust 
that a web site has for a user. By contrast, cross-site scripting (XSS) exploits the trust that a 



Description

user has for a web site. Like XSS, CSRF attacks are not necessarily cross-site, but they 
can be. Cross-site request forgery is also known as CSRF, XSRF, one-click attack, session 
riding, confused deputy, and sea surf.

CSRF attacks are effective in a number of situations, including:

* The victim has an active session on the target site.

* The victim is authenticated via HTTP auth on the target site.

* The victim is on the same local network as the target site.

CSRF has primarily been used to perform an action against a target site using the victim's 
privileges, but recent techniques have been discovered to disclose information by gaining 
access to the response. The risk of information disclosure is dramatically increased when 
the target site is vulnerable to XSS, because XSS can be used as a platform for CSRF, 
allowing the attack to operate within the bounds of the same-origin policy.

URL http://localhost/newkupang/

Method GET

Attack

Evidence <form class="form-search" action="http://localhost/newkupang/search-detail/hasil-
pencarian?q=" method="get">

URL http://localhost/newkupang/alumni-aparatur

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/alumni-non-aparatur

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/berita-terbaru

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-
lingkup-bppsdmp-tanggal-15-april-2019

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-
organik-genta-organik

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-
informatif-versi-komisi-informasi-provinsi-ntt

Method GET

http://localhost/newkupang/
http://localhost/newkupang/alumni-aparatur
http://localhost/newkupang/alumni-non-aparatur
http://localhost/newkupang/berita-terbaru
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt


Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-
pertanian-bbpp-kupang

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-
pelajari-konsep-smart-integrated-farming

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-
petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-
mei-2019

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-
pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-
bbpp-kupang-tahun-2020

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-
wawancara-di-laksanakan-tanggal-18-19-juni-2019

Method GET

Attack

http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
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http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019


Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-
tanggal-10-april-2019

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-
penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/daftar-aset

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/daftar-informasi-publik

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/diklat-aparatur

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/diklat-non-aparatur

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/forum

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/fungsional

Method GET
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http://localhost/newkupang/fungsional


Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/galeri-foto

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/guest-house

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/home

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/home

Method GET

Attack

Evidence <form id="qp_form2162379" action="//www.poll-maker.com/results2162379xC2E541F3-61" 
method="post" target="_blank" style="display:inline;margin:0px;padding:0px">

URL http://localhost/newkupang/informasi-berkala

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/informasi-serta-merta

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/informasi-setiap-saat

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/informasi-yang-dikecualikan

Method GET

http://localhost/newkupang/galeri-foto
http://localhost/newkupang/galeri-video
http://localhost/newkupang/guest-house
http://localhost/newkupang/home
http://localhost/newkupang/home
http://localhost/newkupang/informasi-berkala
http://localhost/newkupang/informasi-serta-merta
http://localhost/newkupang/informasi-setiap-saat
http://localhost/newkupang/informasi-yang-dikecualikan


Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/instalasi-ternak

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/interaktif

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/kerjasama

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/komitmen-keterbukaan-informasi-publik

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/laboratorium

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/link-web

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/motto-visi-dan-misi

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/pengadaan-barangjasa

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/pengaduan

Method GET

http://localhost/newkupang/instalasi-ternak
http://localhost/newkupang/interaktif
http://localhost/newkupang/kerjasama
http://localhost/newkupang/komitmen-keterbukaan-informasi-publik
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http://localhost/newkupang/link-web
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http://localhost/newkupang/pengadaan-barangjasa
http://localhost/newkupang/pengaduan


Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/prestasi

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/profil-sdm-balai

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/search-detail/hasil-pencarian?q

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=ZAP" method="get">

URL http://localhost/newkupang/sejarah-singkat

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/sertifikasi

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/standar-pelayanan-publik

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/statistik-sdm

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/struktur-organisasi

Method GET

http://localhost/newkupang/prestasi
http://localhost/newkupang/profil-sdm-balai
http://localhost/newkupang/search-detail/hasil-pencarian?q
http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP
http://localhost/newkupang/sejarah-singkat
http://localhost/newkupang/sertifikasi
http://localhost/newkupang/standar-pelayanan-publik
http://localhost/newkupang/statistik-sdm
http://localhost/newkupang/struktur-organisasi


Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/struktural

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/tentang-informasi-publik

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/tentang-kami

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/tugas-dan-fungsi

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/wilayah-kerja

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

URL http://localhost/newkupang/wismaasrama

Method GET

Attack

Evidence <form class="form-inline" action="http://localhost/newkupang/search-detail/hasil-pencarian?
q=" method="get">

Instances 57

Phase: Architecture and Design

Use a vetted library or framework that does not allow this weakness to occur or provides 
constructs that make this weakness easier to avoid.

For example, use anti-CSRF packages such as the OWASP CSRFGuard.

Phase: Implementation

Ensure that your application is free of cross-site scripting issues, because most CSRF 
defenses can be bypassed using attacker-controlled script.

Phase: Architecture and Design

Generate a unique nonce for each form, place the nonce into the form, and verify the nonce 
upon receipt of the form. Be sure that the nonce is not predictable (CWE-330).

http://localhost/newkupang/struktural
http://localhost/newkupang/tentang-informasi-publik
http://localhost/newkupang/tentang-kami
http://localhost/newkupang/tugas-dan-fungsi
http://localhost/newkupang/wilayah-kerja
http://localhost/newkupang/wismaasrama


Solution Note that this can be bypassed using XSS.

Identify especially dangerous operations. When the user performs a dangerous operation, 
send a separate confirmation request to ensure that the user intended to perform that 
operation.

Note that this can be bypassed using XSS.

Use the ESAPI Session Management control.

This control includes a component for CSRF.

Do not use the GET method for any request that triggers a state change.

Phase: Implementation

Check the HTTP Referer header to see if the request originated from an expected page. 
This could break legitimate functionality, because users or proxies may have disabled 
sending the Referer for privacy reasons.

Reference  http://projects.webappsec.org/Cross-Site-Request-Forgery
http://cwe.mitre.org/data/definitions/352.html

CWE Id 352

WASC Id 9

Plugin Id 10202

Medium Content Security Policy (CSP) Header Not Set

Description

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate 
certain types of attacks, including Cross Site Scripting (XSS) and data injection attacks. 
These attacks are used for everything from data theft to site defacement or distribution of 
malware. CSP provides a set of standard HTTP headers that allow website owners to 
declare approved sources of content that browsers should be allowed to load on that page 
— covered types are JavaScript, CSS, HTML frames, fonts, images and embeddable 
objects such as Java applets, ActiveX, audio and video files.

URL http://localhost/kerjasama-kediklatan

Method GET

Attack

Evidence

URL http://localhost/kerjasama-pelatihan

Method GET

Attack

Evidence

URL http://localhost/newkupang/

Method GET

Attack

Evidence

URL http://localhost/newkupang/alumni-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/alumni-non-aparatur

Method GET

Attack

http://projects.webappsec.org/Cross-Site-Request-Forgery
http://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/352.html
https://www.zaproxy.org/docs/alerts/10202/
http://localhost/kerjasama-kediklatan
http://localhost/kerjasama-pelatihan
http://localhost/newkupang/
http://localhost/newkupang/alumni-aparatur
http://localhost/newkupang/alumni-non-aparatur


Evidence

URL http://localhost/newkupang/berita-terbaru

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal

Method GET

Attack

Evidence

URL http://localhost/newkupang/daftar-aset

Method GET

Attack

Evidence

URL http://localhost/newkupang/daftar-informasi-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/diklat-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/diklat-non-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/forum

Method GET

Attack

Evidence

URL http://localhost/newkupang/fungsional

Method GET

Attack

Evidence

http://localhost/newkupang/berita-terbaru
http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi
http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani
http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal
http://localhost/newkupang/daftar-aset
http://localhost/newkupang/daftar-informasi-publik
http://localhost/newkupang/diklat-aparatur
http://localhost/newkupang/diklat-non-aparatur
http://localhost/newkupang/forum
http://localhost/newkupang/fungsional


URL http://localhost/newkupang/galeri-foto

Method GET

Attack

Evidence

URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence

URL http://localhost/newkupang/guest-house

Method GET

Attack

Evidence

URL http://localhost/newkupang/home

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-berkala

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-serta-merta

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-setiap-saat

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-yang-dikecualikan

Method GET

Attack

Evidence

URL http://localhost/newkupang/instalasi-ternak

Method GET

Attack

Evidence

URL http://localhost/newkupang/interaktif

Method GET

Attack

Evidence

URL http://localhost/newkupang/kerjasama

http://localhost/newkupang/galeri-foto
http://localhost/newkupang/galeri-video
http://localhost/newkupang/guest-house
http://localhost/newkupang/home
http://localhost/newkupang/informasi-berkala
http://localhost/newkupang/informasi-serta-merta
http://localhost/newkupang/informasi-setiap-saat
http://localhost/newkupang/informasi-yang-dikecualikan
http://localhost/newkupang/instalasi-ternak
http://localhost/newkupang/interaktif
http://localhost/newkupang/kerjasama


Method GET

Attack

Evidence

URL http://localhost/newkupang/komitmen-keterbukaan-informasi-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/laboratorium

Method GET

Attack

Evidence

URL http://localhost/newkupang/link-web

Method GET

Attack

Evidence

URL http://localhost/newkupang/motto-visi-dan-misi

Method GET

Attack

Evidence

URL http://localhost/newkupang/pengadaan-barangjasa

Method GET

Attack

Evidence

URL http://localhost/newkupang/pengaduan

Method GET

Attack

Evidence

URL http://localhost/newkupang/prestasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/profil-sdm-balai

Method GET

Attack

Evidence

URL http://localhost/newkupang/search-detail/hasil-pencarian?q

Method GET

Attack

Evidence

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

http://localhost/newkupang/komitmen-keterbukaan-informasi-publik
http://localhost/newkupang/laboratorium
http://localhost/newkupang/link-web
http://localhost/newkupang/motto-visi-dan-misi
http://localhost/newkupang/pengadaan-barangjasa
http://localhost/newkupang/pengaduan
http://localhost/newkupang/prestasi
http://localhost/newkupang/profil-sdm-balai
http://localhost/newkupang/search-detail/hasil-pencarian?q
http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP


Attack

Evidence

URL http://localhost/newkupang/sejarah-singkat

Method GET

Attack

Evidence

URL http://localhost/newkupang/sertifikasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/standar-pelayanan-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/statistik-sdm

Method GET

Attack

Evidence

URL http://localhost/newkupang/struktur-organisasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/struktural

Method GET

Attack

Evidence

URL http://localhost/newkupang/tentang-informasi-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/tentang-kami

Method GET

Attack

Evidence

URL http://localhost/newkupang/tugas-dan-fungsi

Method GET

Attack

Evidence

URL http://localhost/newkupang/wilayah-kerja

Method GET

Attack

http://localhost/newkupang/sejarah-singkat
http://localhost/newkupang/sertifikasi
http://localhost/newkupang/standar-pelayanan-publik
http://localhost/newkupang/statistik-sdm
http://localhost/newkupang/struktur-organisasi
http://localhost/newkupang/struktural
http://localhost/newkupang/tentang-informasi-publik
http://localhost/newkupang/tentang-kami
http://localhost/newkupang/tugas-dan-fungsi
http://localhost/newkupang/wilayah-kerja


Evidence

URL http://localhost/newkupang/wismaasrama

Method GET

Attack

Evidence

URL http://localhost/qlinik-hewanq

Method GET

Attack

Evidence

URL http://localhost/robots.txt

Method GET

Attack

Evidence

URL http://localhost/sitemap.xml

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-
lingkup-bppsdmp-tanggal-15-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-
organik-genta-organik

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-
informatif-versi-komisi-informasi-provinsi-ntt

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-
pertanian-bbpp-kupang

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-
pelajari-konsep-smart-integrated-farming

Method GET

Attack

Evidence

URL
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-
petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-

http://localhost/newkupang/wismaasrama
http://localhost/qlinik-hewanq
http://localhost/robots.txt
http://localhost/sitemap.xml
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019


mei-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-
pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-
bbpp-kupang-tahun-2020

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-
wawancara-di-laksanakan-tanggal-18-19-juni-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-
tanggal-10-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-
penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn

Method GET

Attack

Evidence

Instances 61

Solution

Ensure that your web server, application server, load balancer, etc. is configured to set the 
Content-Security-Policy header, to achieve optimal browser support: "Content-Security-
Policy" for Chrome 25+, Firefox 23+ and Safari 7+, "X-Content-Security-Policy" for Firefox 
4.0+ and Internet Explorer 10+, and "X-WebKit-CSP" for Chrome 14+ and Safari 6+.

Reference

https://developer.mozilla.org/en-US/docs/Web/Security/CSP
 /Introducing_Content_Security_Policy

https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html

 http://www.w3.org/TR/CSP/
 http://w3c.github.io/webappsec/specs/content-security-policy/csp-specification.dev.html

 http://www.html5rocks.com/en/tutorials/security/content-security-policy/
 http://caniuse.com/#feat=contentsecuritypolicy

http://content-security-policy.com/

CWE Id 693

WASC Id 15

Plugin Id 10038

Medium Missing Anti-clickjacking Header

http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html
http://www.w3.org/TR/CSP/
http://w3c.github.io/webappsec/specs/content-security-policy/csp-specification.dev.html
http://www.html5rocks.com/en/tutorials/security/content-security-policy/
http://caniuse.com/#feat=contentsecuritypolicy
http://content-security-policy.com/
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10038/


Description The response does not include either Content-Security-Policy with 'frame-ancestors' 
directive or X-Frame-Options to protect against 'ClickJacking' attacks.

URL http://localhost/newkupang/

Method GET

Attack

Evidence

URL http://localhost/newkupang/alumni-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/alumni-non-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/berita-terbaru

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-
lingkup-bppsdmp-tanggal-15-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-
organik-genta-organik

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-
informatif-versi-komisi-informasi-provinsi-ntt

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-
pertanian-bbpp-kupang

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-
pelajari-konsep-smart-integrated-farming

http://localhost/newkupang/
http://localhost/newkupang/alumni-aparatur
http://localhost/newkupang/alumni-non-aparatur
http://localhost/newkupang/berita-terbaru
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming


Method GET

Attack

Evidence

URL
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-
petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-
mei-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-
pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-
bbpp-kupang-tahun-2020

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-
wawancara-di-laksanakan-tanggal-18-19-juni-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-
tanggal-10-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-
penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn

Method GET

Attack

Evidence

URL http://localhost/newkupang/daftar-aset

Method GET

http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/daftar-aset


Attack

Evidence

URL http://localhost/newkupang/daftar-informasi-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/diklat-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/diklat-non-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/forum

Method GET

Attack

Evidence

URL http://localhost/newkupang/fungsional

Method GET

Attack

Evidence

URL http://localhost/newkupang/galeri-foto

Method GET

Attack

Evidence

URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence

URL http://localhost/newkupang/guest-house

Method GET

Attack

Evidence

URL http://localhost/newkupang/home

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-berkala

Method GET

Attack

http://localhost/newkupang/daftar-informasi-publik
http://localhost/newkupang/diklat-aparatur
http://localhost/newkupang/diklat-non-aparatur
http://localhost/newkupang/forum
http://localhost/newkupang/fungsional
http://localhost/newkupang/galeri-foto
http://localhost/newkupang/galeri-video
http://localhost/newkupang/guest-house
http://localhost/newkupang/home
http://localhost/newkupang/informasi-berkala


Evidence

URL http://localhost/newkupang/informasi-serta-merta

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-setiap-saat

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-yang-dikecualikan

Method GET

Attack

Evidence

URL http://localhost/newkupang/instalasi-ternak

Method GET

Attack

Evidence

URL http://localhost/newkupang/interaktif

Method GET

Attack

Evidence

URL http://localhost/newkupang/kerjasama

Method GET

Attack

Evidence

URL http://localhost/newkupang/komitmen-keterbukaan-informasi-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/laboratorium

Method GET

Attack

Evidence

URL http://localhost/newkupang/link-web

Method GET

Attack

Evidence

URL http://localhost/newkupang/motto-visi-dan-misi

Method GET

Attack

Evidence

http://localhost/newkupang/informasi-serta-merta
http://localhost/newkupang/informasi-setiap-saat
http://localhost/newkupang/informasi-yang-dikecualikan
http://localhost/newkupang/instalasi-ternak
http://localhost/newkupang/interaktif
http://localhost/newkupang/kerjasama
http://localhost/newkupang/komitmen-keterbukaan-informasi-publik
http://localhost/newkupang/laboratorium
http://localhost/newkupang/link-web
http://localhost/newkupang/motto-visi-dan-misi


URL http://localhost/newkupang/pengadaan-barangjasa

Method GET

Attack

Evidence

URL http://localhost/newkupang/pengaduan

Method GET

Attack

Evidence

URL http://localhost/newkupang/prestasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/profil-sdm-balai

Method GET

Attack

Evidence

URL http://localhost/newkupang/search-detail/hasil-pencarian?q

Method GET

Attack

Evidence

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

Attack

Evidence

URL http://localhost/newkupang/sejarah-singkat

Method GET

Attack

Evidence

URL http://localhost/newkupang/sertifikasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/standar-pelayanan-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/statistik-sdm

Method GET

Attack

Evidence

URL http://localhost/newkupang/struktur-organisasi

http://localhost/newkupang/pengadaan-barangjasa
http://localhost/newkupang/pengaduan
http://localhost/newkupang/prestasi
http://localhost/newkupang/profil-sdm-balai
http://localhost/newkupang/search-detail/hasil-pencarian?q
http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP
http://localhost/newkupang/sejarah-singkat
http://localhost/newkupang/sertifikasi
http://localhost/newkupang/standar-pelayanan-publik
http://localhost/newkupang/statistik-sdm
http://localhost/newkupang/struktur-organisasi


Method GET

Attack

Evidence

URL http://localhost/newkupang/struktural

Method GET

Attack

Evidence

URL http://localhost/newkupang/tentang-informasi-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/tentang-kami

Method GET

Attack

Evidence

URL http://localhost/newkupang/tugas-dan-fungsi

Method GET

Attack

Evidence

URL http://localhost/newkupang/wilayah-kerja

Method GET

Attack

Evidence

URL http://localhost/newkupang/wismaasrama

Method GET

Attack

Evidence

Instances 56

Solution

Modern Web browsers support the Content-Security-Policy and X-Frame-Options HTTP 
headers. Ensure one of them is set on all web pages returned by your site/app.

If you expect the page to be framed only by pages on your server (e.g. it's part of a 
FRAMESET) then you'll want to use SAMEORIGIN, otherwise if you never expect the page 
to be framed, you should use DENY. Alternatively consider implementing Content Security 
Policy's "frame-ancestors" directive.

Reference https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

CWE Id 1021

WASC Id 15

Plugin Id 10020

Medium Vulnerable JS Library

Description The identified library jquery, version 3.4.0 is vulnerable.

URL http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676

Method GET

http://localhost/newkupang/struktural
http://localhost/newkupang/tentang-informasi-publik
http://localhost/newkupang/tentang-kami
http://localhost/newkupang/tugas-dan-fungsi
http://localhost/newkupang/wilayah-kerja
http://localhost/newkupang/wismaasrama
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://cwe.mitre.org/data/definitions/1021.html
https://www.zaproxy.org/docs/alerts/10020/
http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676


Attack

Evidence /*! jQuery v3.4.0

Instances 1

Solution Please upgrade to the latest version of jquery.

Reference https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/

CWE Id 829

WASC Id

Plugin Id 10003

Low Big Redirect Detected (Potential Sensitive Information Leak)

Description
The server has responded with a redirect that seems to provide a large response. This may 
indicate that although the server sent a redirect it also responded with body content (which 
may include sensitive details, PII, etc.).

URL http://localhost/newkupang

Method GET

Attack

Evidence

URL http://localhost/newkupang/arsip-artikel-peternakan/default

Method GET

Attack

Evidence

URL http://localhost/newkupang/arsip-berita/default

Method GET

Attack

Evidence

URL http://localhost/newkupang/arsip-pengumuman/default

Method GET

Attack

Evidence

URL http://localhost/newkupang/pemanggilan-peserta/default

Method GET

Attack

Evidence

Instances 5

Solution Ensure that no sensitive information is leaked via redirect responses. Redirect responses 
should have almost no content.

Reference

CWE Id 201

WASC Id 13

Plugin Id 10044

Low Cross-Domain JavaScript Source File Inclusion

Description The page includes one or more script files from a third-party domain.

URL http://localhost/newkupang/

https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/
https://cwe.mitre.org/data/definitions/829.html
https://www.zaproxy.org/docs/alerts/10003/
http://localhost/newkupang
http://localhost/newkupang/arsip-artikel-peternakan/default
http://localhost/newkupang/arsip-berita/default
http://localhost/newkupang/arsip-pengumuman/default
http://localhost/newkupang/pemanggilan-peserta/default
https://cwe.mitre.org/data/definitions/201.html
https://www.zaproxy.org/docs/alerts/10044/
http://localhost/newkupang/


Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/alumni-aparatur

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/alumni-non-aparatur

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/berita-terbaru

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-
lingkup-bppsdmp-tanggal-15-april-2019

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-
organik-genta-organik

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-
informatif-versi-komisi-informasi-provinsi-ntt

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-
pertanian-bbpp-kupang

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi

Method GET

Attack

<script type="text/javascript" src="https://translate.google.com/translate_a/element.js?

http://localhost/newkupang/alumni-aparatur
http://localhost/newkupang/alumni-non-aparatur
http://localhost/newkupang/berita-terbaru
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi


Evidence cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-
pelajari-konsep-smart-integrated-farming

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-
petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-
mei-2019

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-
pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-
bbpp-kupang-tahun-2020

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-
wawancara-di-laksanakan-tanggal-18-19-juni-2019

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-
tanggal-10-april-2019

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019


URL http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-
penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/daftar-aset

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/daftar-informasi-publik

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/diklat-aparatur

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/diklat-non-aparatur

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/forum

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/fungsional

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/galeri-foto

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence <script src="https://cdn2.woxo.tech/a.js#60e8625b490fb600158c0008" async data-usrc> <
/script>

http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/daftar-aset
http://localhost/newkupang/daftar-informasi-publik
http://localhost/newkupang/diklat-aparatur
http://localhost/newkupang/diklat-non-aparatur
http://localhost/newkupang/forum
http://localhost/newkupang/fungsional
http://localhost/newkupang/galeri-foto
http://localhost/newkupang/galeri-video


URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/guest-house

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/home

Method GET

Attack

Evidence <script src="//scripts.poll-maker.com/3012/scpolls.js" language="javascript"></script>

URL http://localhost/newkupang/home

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/home

Method GET

Attack

Evidence <script type='text/javascript' src='https://www.freevisitorcounters.com/auth.php?
id=e1b357950d6687a0031220f3f583f05527dcbd18'></script>

URL http://localhost/newkupang/home

Method GET

Attack

Evidence <script type="text/javascript" src="https://www.freevisitorcounters.com/en/home/counter
/446317/t/6"></script>

URL http://localhost/newkupang/informasi-berkala

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/informasi-serta-merta

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/informasi-setiap-saat

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

http://localhost/newkupang/galeri-video
http://localhost/newkupang/guest-house
http://localhost/newkupang/home
http://localhost/newkupang/home
http://localhost/newkupang/home
http://localhost/newkupang/home
http://localhost/newkupang/informasi-berkala
http://localhost/newkupang/informasi-serta-merta
http://localhost/newkupang/informasi-setiap-saat


URL http://localhost/newkupang/informasi-yang-dikecualikan

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/instalasi-ternak

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/interaktif

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/kerjasama

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/komitmen-keterbukaan-informasi-publik

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/laboratorium

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/link-web

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/motto-visi-dan-misi

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/pengadaan-barangjasa

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

http://localhost/newkupang/informasi-yang-dikecualikan
http://localhost/newkupang/instalasi-ternak
http://localhost/newkupang/interaktif
http://localhost/newkupang/kerjasama
http://localhost/newkupang/komitmen-keterbukaan-informasi-publik
http://localhost/newkupang/laboratorium
http://localhost/newkupang/link-web
http://localhost/newkupang/motto-visi-dan-misi
http://localhost/newkupang/pengadaan-barangjasa


URL http://localhost/newkupang/pengaduan

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/prestasi

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/profil-sdm-balai

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/search-detail/hasil-pencarian?q

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/sejarah-singkat

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/sertifikasi

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/standar-pelayanan-publik

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/statistik-sdm

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

http://localhost/newkupang/pengaduan
http://localhost/newkupang/prestasi
http://localhost/newkupang/profil-sdm-balai
http://localhost/newkupang/search-detail/hasil-pencarian?q
http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP
http://localhost/newkupang/sejarah-singkat
http://localhost/newkupang/sertifikasi
http://localhost/newkupang/standar-pelayanan-publik
http://localhost/newkupang/statistik-sdm


URL http://localhost/newkupang/struktur-organisasi

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/struktural

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/tentang-informasi-publik

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/tentang-kami

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/tugas-dan-fungsi

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/wilayah-kerja

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

URL http://localhost/newkupang/wismaasrama

Method GET

Attack

Evidence <script type="text/javascript" src="https://translate.google.com/translate_a/element.js?
cb=googleTranslateElementInit2"></script>

Instances 60

Solution Ensure JavaScript source files are loaded from only trusted sources, and the sources can't 
be controlled by end users of the application.

Reference

CWE Id 829

WASC Id 15

Plugin Id 10017

Low Server Leaks Information via "X-Powered-By" HTTP Response Header Field(s)

http://localhost/newkupang/struktur-organisasi
http://localhost/newkupang/struktural
http://localhost/newkupang/tentang-informasi-publik
http://localhost/newkupang/tentang-kami
http://localhost/newkupang/tugas-dan-fungsi
http://localhost/newkupang/wilayah-kerja
http://localhost/newkupang/wismaasrama
https://cwe.mitre.org/data/definitions/829.html
https://www.zaproxy.org/docs/alerts/10017/


Description The web/application server is leaking information via one or more "X-Powered-By" HTTP 
response headers. Access to such information may facilitate attackers identifying other 
frameworks/components your web application is reliant upon and the vulnerabilities such 
components may be subject to.

URL http://localhost/newkupang/

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/alumni-aparatur

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/alumni-non-aparatur

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/arsip-artikel-peternakan/default

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/arsip-berita/default

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/arsip-pengumuman/default

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/berita-terbaru

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-
lingkup-bppsdmp-tanggal-15-april-2019

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-
organik-genta-organik

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-

http://localhost/newkupang/
http://localhost/newkupang/alumni-aparatur
http://localhost/newkupang/alumni-non-aparatur
http://localhost/newkupang/arsip-artikel-peternakan/default
http://localhost/newkupang/arsip-berita/default
http://localhost/newkupang/arsip-pengumuman/default
http://localhost/newkupang/berita-terbaru
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt


URL informatif-versi-komisi-informasi-provinsi-ntt

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-
pertanian-bbpp-kupang

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-
pelajari-konsep-smart-integrated-farming

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-
petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-
mei-2019

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-
pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-
bbpp-kupang-tahun-2020

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-
wawancara-di-laksanakan-tanggal-18-19-juni-2019

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal

http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal


Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-
tanggal-10-april-2019

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-
penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/daftar-aset

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/daftar-informasi-publik

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/diklat-aparatur

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/diklat-non-aparatur

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/forum

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/fungsional

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/galeri-foto

http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676
http://localhost/newkupang/daftar-aset
http://localhost/newkupang/daftar-informasi-publik
http://localhost/newkupang/diklat-aparatur
http://localhost/newkupang/diklat-non-aparatur
http://localhost/newkupang/forum
http://localhost/newkupang/fungsional
http://localhost/newkupang/galeri-foto


Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/guest-house

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/home

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/informasi-berkala

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/informasi-serta-merta

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/informasi-setiap-saat

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/informasi-yang-dikecualikan

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/instalasi-ternak

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/interaktif

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/kerjasama

Method GET

http://localhost/newkupang/galeri-video
http://localhost/newkupang/guest-house
http://localhost/newkupang/home
http://localhost/newkupang/informasi-berkala
http://localhost/newkupang/informasi-serta-merta
http://localhost/newkupang/informasi-setiap-saat
http://localhost/newkupang/informasi-yang-dikecualikan
http://localhost/newkupang/instalasi-ternak
http://localhost/newkupang/interaktif
http://localhost/newkupang/kerjasama


Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/komitmen-keterbukaan-informasi-publik

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/laboratorium

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/link-web

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/motto-visi-dan-misi

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/pemanggilan-peserta/default

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/pengadaan-barangjasa

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/pengaduan

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/prestasi

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/profil-sdm-balai

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/search-detail/hasil-pencarian?q

Method GET

Attack

http://localhost/newkupang/komitmen-keterbukaan-informasi-publik
http://localhost/newkupang/laboratorium
http://localhost/newkupang/link-web
http://localhost/newkupang/motto-visi-dan-misi
http://localhost/newkupang/pemanggilan-peserta/default
http://localhost/newkupang/pengadaan-barangjasa
http://localhost/newkupang/pengaduan
http://localhost/newkupang/prestasi
http://localhost/newkupang/profil-sdm-balai
http://localhost/newkupang/search-detail/hasil-pencarian?q


Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/sejarah-singkat

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/sertifikasi

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/standar-pelayanan-publik

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/statistik-sdm

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/struktur-organisasi

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/struktural

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/tentang-informasi-publik

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/tentang-kami

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/tugas-dan-fungsi

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP
http://localhost/newkupang/sejarah-singkat
http://localhost/newkupang/sertifikasi
http://localhost/newkupang/standar-pelayanan-publik
http://localhost/newkupang/statistik-sdm
http://localhost/newkupang/struktur-organisasi
http://localhost/newkupang/struktural
http://localhost/newkupang/tentang-informasi-publik
http://localhost/newkupang/tentang-kami
http://localhost/newkupang/tugas-dan-fungsi


URL http://localhost/newkupang/wilayah-kerja

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

URL http://localhost/newkupang/wismaasrama

Method GET

Attack

Evidence X-Powered-By: PHP/8.0.25

Instances 61

Solution Ensure that your web server, application server, load balancer, etc. is configured to 
suppress "X-Powered-By" headers.

Reference
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-

 headers.aspx
http://www.troyhunt.com/2012/02/shhh-dont-let-your-response-headers.html

CWE Id 200

WASC Id 13

Plugin Id 10037

Low Server Leaks Version Information via "Server" HTTP Response Header Field

Description
The web/application server is leaking version information via the "Server" HTTP response 
header. Access to such information may facilitate attackers identifying other vulnerabilities 
your web/application server is subject to.

URL http://localhost/kerjasama-kediklatan

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/kerjasama-pelatihan

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/alumni-aparatur

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/alumni-non-aparatur

Method GET

http://localhost/newkupang/wilayah-kerja
http://localhost/newkupang/wismaasrama
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-headers.aspx
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-headers.aspx
http://www.troyhunt.com/2012/02/shhh-dont-let-your-response-headers.html
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10037/
http://localhost/kerjasama-kediklatan
http://localhost/kerjasama-pelatihan
http://localhost/newkupang
http://localhost/newkupang/
http://localhost/newkupang/alumni-aparatur
http://localhost/newkupang/alumni-non-aparatur


Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/arsip-artikel-peternakan/default

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/arsip-berita/default

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/arsip-pengumuman/default

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/berita-terbaru

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-
lingkup-bppsdmp-tanggal-15-april-2019

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-
organik-genta-organik

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-
informatif-versi-komisi-informasi-provinsi-ntt

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-
pertanian-bbpp-kupang

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-

http://localhost/newkupang/arsip-artikel-peternakan/default
http://localhost/newkupang/arsip-berita/default
http://localhost/newkupang/arsip-pengumuman/default
http://localhost/newkupang/berita-terbaru
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
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http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming


URL pelajari-konsep-smart-integrated-farming

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-
petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-
mei-2019

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-
pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-
bbpp-kupang-tahun-2020

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-
wawancara-di-laksanakan-tanggal-18-19-juni-2019

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-
tanggal-10-april-2019

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-
penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676
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http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676


Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/daftar-aset

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/daftar-informasi-publik

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/diklat-aparatur

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/diklat-non-aparatur

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/forum

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/fungsional

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/galeri-foto

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/guest-house

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/home

Method GET

http://localhost/newkupang/daftar-aset
http://localhost/newkupang/daftar-informasi-publik
http://localhost/newkupang/diklat-aparatur
http://localhost/newkupang/diklat-non-aparatur
http://localhost/newkupang/forum
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http://localhost/newkupang/home


Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/informasi-berkala

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/informasi-serta-merta

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/informasi-setiap-saat

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/informasi-yang-dikecualikan

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/instalasi-ternak

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/interaktif

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/kerjasama

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/komitmen-keterbukaan-informasi-publik

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/laboratorium

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/link-web

Method GET

Attack

http://localhost/newkupang/informasi-berkala
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http://localhost/newkupang/instalasi-ternak
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http://localhost/newkupang/kerjasama
http://localhost/newkupang/komitmen-keterbukaan-informasi-publik
http://localhost/newkupang/laboratorium
http://localhost/newkupang/link-web


Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/motto-visi-dan-misi

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/pemanggilan-peserta/default

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/pengadaan-barangjasa

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/pengaduan

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/prestasi

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/profil-sdm-balai

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/search-detail/hasil-pencarian?q

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/sejarah-singkat

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/sertifikasi

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

http://localhost/newkupang/motto-visi-dan-misi
http://localhost/newkupang/pemanggilan-peserta/default
http://localhost/newkupang/pengadaan-barangjasa
http://localhost/newkupang/pengaduan
http://localhost/newkupang/prestasi
http://localhost/newkupang/profil-sdm-balai
http://localhost/newkupang/search-detail/hasil-pencarian?q
http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP
http://localhost/newkupang/sejarah-singkat
http://localhost/newkupang/sertifikasi


URL http://localhost/newkupang/standar-pelayanan-publik

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/statistik-sdm

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/struktur-organisasi

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/struktural

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/tentang-informasi-publik

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/tentang-kami

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/css/style.css

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/img/logi.png

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/img/logo.png

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/js/main.js

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/svg/app.svg
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http://localhost/newkupang/themes/bbpp-kupang/assets/svg/app.svg


Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/svg/ip.svg

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/svg/news.svg

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/svg/web.svg

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/aos/aos.css

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/aos/aos.js

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap-icons/bootstrap-
icons.css

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/css/bootstrap.min.
css

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/js/bootstrap.
bundle.min.js

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/boxicons/css/boxicons.min.
css

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25
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http://localhost/newkupang/themes/bbpp-kupang/assets/svg/news.svg
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http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/js/bootstrap.bundle.min.js
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URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/glightbox/css/glightbox.min.
css

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/glightbox/js/glightbox.min.js

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/isotope-layout/isotope.pkgd.
min.js

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/php-email-form/validate.js

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/swiper/swiper-bundle.min.
css

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/swiper/swiper-bundle.min.js

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/tugas-dan-fungsi

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/wilayah-kerja

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/newkupang/wismaasrama

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/qlinik-hewanq

Method GET

Attack
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Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/robots.txt

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

URL http://localhost/sitemap.xml

Method GET

Attack

Evidence Apache/2.4.54 (Win64) OpenSSL/1.1.1p PHP/8.0.25

Instances 87

Solution Ensure that your web server, application server, load balancer, etc. is configured to 
suppress the "Server" header or provide generic details.

Reference

 http://httpd.apache.org/docs/current/mod/core.html#servertokens
 http://msdn.microsoft.com/en-us/library/ff648552.aspx#ht_urlscan_007

http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-
 headers.aspx

http://www.troyhunt.com/2012/02/shhh-dont-let-your-response-headers.html

CWE Id 200

WASC Id 13

Plugin Id 10036

Low Timestamp Disclosure - Unix

Description A timestamp was disclosed by the application/web server - Unix

URL http://localhost/newkupang/

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/alumni-aparatur

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/alumni-non-aparatur

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/berita-terbaru

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-
lingkup-bppsdmp-tanggal-15-april-2019

Method GET

Attack

Evidence 1666191676

http://localhost/robots.txt
http://localhost/sitemap.xml
http://httpd.apache.org/docs/current/mod/core.html#servertokens
http://msdn.microsoft.com/en-us/library/ff648552.aspx#ht_urlscan_007
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-headers.aspx
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-headers.aspx
http://www.troyhunt.com/2012/02/shhh-dont-let-your-response-headers.html
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10036/
http://localhost/newkupang/
http://localhost/newkupang/alumni-aparatur
http://localhost/newkupang/alumni-non-aparatur
http://localhost/newkupang/berita-terbaru
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019


URL http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-
organik-genta-organik

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-
informatif-versi-komisi-informasi-provinsi-ntt

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-
pertanian-bbpp-kupang

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-
pelajari-konsep-smart-integrated-farming

Method GET

Attack

Evidence 1666191676

URL
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-
petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-
mei-2019

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-
pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-
bbpp-kupang-tahun-2020

Method GET

Attack

Evidence 1666191676

http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-

http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019


URL wawancara-di-laksanakan-tanggal-18-19-juni-2019

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-
tanggal-10-april-2019

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-
penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/daftar-aset

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/daftar-informasi-publik

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/diklat-aparatur

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/diklat-non-aparatur

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/forum

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/fungsional

Method GET

Attack

Evidence 1666191676

http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/daftar-aset
http://localhost/newkupang/daftar-informasi-publik
http://localhost/newkupang/diklat-aparatur
http://localhost/newkupang/diklat-non-aparatur
http://localhost/newkupang/forum
http://localhost/newkupang/fungsional


URL http://localhost/newkupang/galeri-foto

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/guest-house

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/home

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/informasi-berkala

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/informasi-serta-merta

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/informasi-setiap-saat

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/informasi-yang-dikecualikan

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/instalasi-ternak

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/interaktif

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/kerjasama

http://localhost/newkupang/galeri-foto
http://localhost/newkupang/galeri-video
http://localhost/newkupang/guest-house
http://localhost/newkupang/home
http://localhost/newkupang/informasi-berkala
http://localhost/newkupang/informasi-serta-merta
http://localhost/newkupang/informasi-setiap-saat
http://localhost/newkupang/informasi-yang-dikecualikan
http://localhost/newkupang/instalasi-ternak
http://localhost/newkupang/interaktif
http://localhost/newkupang/kerjasama


Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/komitmen-keterbukaan-informasi-publik

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/laboratorium

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/link-web

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/motto-visi-dan-misi

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/pengadaan-barangjasa

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/pengaduan

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/prestasi

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/profil-sdm-balai

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/search-detail/hasil-pencarian?q

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

http://localhost/newkupang/komitmen-keterbukaan-informasi-publik
http://localhost/newkupang/laboratorium
http://localhost/newkupang/link-web
http://localhost/newkupang/motto-visi-dan-misi
http://localhost/newkupang/pengadaan-barangjasa
http://localhost/newkupang/pengaduan
http://localhost/newkupang/prestasi
http://localhost/newkupang/profil-sdm-balai
http://localhost/newkupang/search-detail/hasil-pencarian?q
http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP


Attack

Evidence 1666191676

URL http://localhost/newkupang/sejarah-singkat

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/sertifikasi

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/standar-pelayanan-publik

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/statistik-sdm

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/struktur-organisasi

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/struktural

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/tentang-informasi-publik

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/tentang-kami

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/tugas-dan-fungsi

Method GET

Attack

Evidence 1666191676

URL http://localhost/newkupang/wilayah-kerja

Method GET

Attack

http://localhost/newkupang/sejarah-singkat
http://localhost/newkupang/sertifikasi
http://localhost/newkupang/standar-pelayanan-publik
http://localhost/newkupang/statistik-sdm
http://localhost/newkupang/struktur-organisasi
http://localhost/newkupang/struktural
http://localhost/newkupang/tentang-informasi-publik
http://localhost/newkupang/tentang-kami
http://localhost/newkupang/tugas-dan-fungsi
http://localhost/newkupang/wilayah-kerja


Evidence 1666191676

URL http://localhost/newkupang/wismaasrama

Method GET

Attack

Evidence 1666191676

Instances 56

Solution Manually confirm that the timestamp data is not sensitive, and that the data cannot be 
aggregated to disclose exploitable patterns.

Reference http://projects.webappsec.org/w/page/13246936/Information%20Leakage

CWE Id 200

WASC Id 13

Plugin Id 10096

Low X-Content-Type-Options Header Missing

Description

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows 
older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response 
body, potentially causing the response body to be interpreted and displayed as a content 
type other than the declared content type. Current (early 2014) and legacy versions of 
Firefox will use the declared content type (if one is set), rather than performing MIME-
sniffing.

URL http://localhost/newkupang/

Method GET

Attack

Evidence

URL http://localhost/newkupang/alumni-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/alumni-non-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/berita-terbaru

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-
lingkup-bppsdmp-tanggal-15-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-
organik-genta-organik

Method GET

Attack

http://localhost/newkupang/wismaasrama
http://projects.webappsec.org/w/page/13246936/Information%20Leakage
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10096/
http://localhost/newkupang/
http://localhost/newkupang/alumni-aparatur
http://localhost/newkupang/alumni-non-aparatur
http://localhost/newkupang/berita-terbaru
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik


Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-
informatif-versi-komisi-informasi-provinsi-ntt

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-
pertanian-bbpp-kupang

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-
pelajari-konsep-smart-integrated-farming

Method GET

Attack

Evidence

URL
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-
petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-
mei-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-
pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-
bbpp-kupang-tahun-2020

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-
wawancara-di-laksanakan-tanggal-18-19-juni-2019

Method GET

Attack

Evidence

http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019


URL http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-
tanggal-10-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-
penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn

Method GET

Attack

Evidence

URL http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676

Method GET

Attack

Evidence

URL http://localhost/newkupang/daftar-aset

Method GET

Attack

Evidence

URL http://localhost/newkupang/daftar-informasi-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/diklat-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/diklat-non-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/forum

Method GET

Attack

Evidence

URL http://localhost/newkupang/fungsional

Method GET

Attack

Evidence

http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676
http://localhost/newkupang/daftar-aset
http://localhost/newkupang/daftar-informasi-publik
http://localhost/newkupang/diklat-aparatur
http://localhost/newkupang/diklat-non-aparatur
http://localhost/newkupang/forum
http://localhost/newkupang/fungsional


URL http://localhost/newkupang/galeri-foto

Method GET

Attack

Evidence

URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence

URL http://localhost/newkupang/guest-house

Method GET

Attack

Evidence

URL http://localhost/newkupang/home

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-berkala

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-serta-merta

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-setiap-saat

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-yang-dikecualikan

Method GET

Attack

Evidence

URL http://localhost/newkupang/instalasi-ternak

Method GET

Attack

Evidence

URL http://localhost/newkupang/interaktif

Method GET

Attack

Evidence

URL http://localhost/newkupang/kerjasama

http://localhost/newkupang/galeri-foto
http://localhost/newkupang/galeri-video
http://localhost/newkupang/guest-house
http://localhost/newkupang/home
http://localhost/newkupang/informasi-berkala
http://localhost/newkupang/informasi-serta-merta
http://localhost/newkupang/informasi-setiap-saat
http://localhost/newkupang/informasi-yang-dikecualikan
http://localhost/newkupang/instalasi-ternak
http://localhost/newkupang/interaktif
http://localhost/newkupang/kerjasama


Method GET

Attack

Evidence

URL http://localhost/newkupang/komitmen-keterbukaan-informasi-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/laboratorium

Method GET

Attack

Evidence

URL http://localhost/newkupang/link-web

Method GET

Attack

Evidence

URL http://localhost/newkupang/motto-visi-dan-misi

Method GET

Attack

Evidence

URL http://localhost/newkupang/pengadaan-barangjasa

Method GET

Attack

Evidence

URL http://localhost/newkupang/pengaduan

Method GET

Attack

Evidence

URL http://localhost/newkupang/prestasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/profil-sdm-balai

Method GET

Attack

Evidence

URL http://localhost/newkupang/search-detail/hasil-pencarian?q

Method GET

Attack

Evidence

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

http://localhost/newkupang/komitmen-keterbukaan-informasi-publik
http://localhost/newkupang/laboratorium
http://localhost/newkupang/link-web
http://localhost/newkupang/motto-visi-dan-misi
http://localhost/newkupang/pengadaan-barangjasa
http://localhost/newkupang/pengaduan
http://localhost/newkupang/prestasi
http://localhost/newkupang/profil-sdm-balai
http://localhost/newkupang/search-detail/hasil-pencarian?q
http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP


Attack

Evidence

URL http://localhost/newkupang/sejarah-singkat

Method GET

Attack

Evidence

URL http://localhost/newkupang/sertifikasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/standar-pelayanan-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/statistik-sdm

Method GET

Attack

Evidence

URL http://localhost/newkupang/struktur-organisasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/struktural

Method GET

Attack

Evidence

URL http://localhost/newkupang/tentang-informasi-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/tentang-kami

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/css/style.css

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/img/logi.png

Method GET

http://localhost/newkupang/sejarah-singkat
http://localhost/newkupang/sertifikasi
http://localhost/newkupang/standar-pelayanan-publik
http://localhost/newkupang/statistik-sdm
http://localhost/newkupang/struktur-organisasi
http://localhost/newkupang/struktural
http://localhost/newkupang/tentang-informasi-publik
http://localhost/newkupang/tentang-kami
http://localhost/newkupang/themes/bbpp-kupang/assets/css/style.css
http://localhost/newkupang/themes/bbpp-kupang/assets/img/logi.png


Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/img/logo.png

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/js/main.js

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/svg/app.svg

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/svg/ip.svg

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/svg/news.svg

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/svg/web.svg

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/aos/aos.css

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/aos/aos.js

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap-icons/bootstrap-
icons.css

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/css/bootstrap.min.
css

Method GET

http://localhost/newkupang/themes/bbpp-kupang/assets/img/logo.png
http://localhost/newkupang/themes/bbpp-kupang/assets/js/main.js
http://localhost/newkupang/themes/bbpp-kupang/assets/svg/app.svg
http://localhost/newkupang/themes/bbpp-kupang/assets/svg/ip.svg
http://localhost/newkupang/themes/bbpp-kupang/assets/svg/news.svg
http://localhost/newkupang/themes/bbpp-kupang/assets/svg/web.svg
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/aos/aos.css
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/aos/aos.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap-icons/bootstrap-icons.css
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap-icons/bootstrap-icons.css
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/css/bootstrap.min.css
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/css/bootstrap.min.css


Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/js/bootstrap.
bundle.min.js

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/boxicons/css/boxicons.min.
css

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/glightbox/css/glightbox.min.
css

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/glightbox/js/glightbox.min.js

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/isotope-layout/isotope.pkgd.
min.js

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/php-email-form/validate.js

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/swiper/swiper-bundle.min.
css

Method GET

Attack

Evidence

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/swiper/swiper-bundle.min.js

Method GET

Attack

Evidence

URL http://localhost/newkupang/tugas-dan-fungsi

Method GET

Attack

Evidence

http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/js/bootstrap.bundle.min.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/js/bootstrap.bundle.min.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/boxicons/css/boxicons.min.css
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/boxicons/css/boxicons.min.css
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/glightbox/css/glightbox.min.css
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/glightbox/css/glightbox.min.css
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/glightbox/js/glightbox.min.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/isotope-layout/isotope.pkgd.min.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/isotope-layout/isotope.pkgd.min.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/php-email-form/validate.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/swiper/swiper-bundle.min.css
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/swiper/swiper-bundle.min.css
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/swiper/swiper-bundle.min.js
http://localhost/newkupang/tugas-dan-fungsi


URL http://localhost/newkupang/wilayah-kerja

Method GET

Attack

Evidence

URL http://localhost/newkupang/wismaasrama

Method GET

Attack

Evidence

Instances 77

Solution

Ensure that the application/web server sets the Content-Type header appropriately, and 
that it sets the X-Content-Type-Options header to 'nosniff' for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern web browser 
that does not perform MIME-sniffing at all, or that can be directed by the web application
/web server to not perform MIME-sniffing.

Reference  http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://owasp.org/www-community/Security_Headers

CWE Id 693

WASC Id 15

Plugin Id 10021

Informational Information Disclosure - Suspicious Comments

Description The response appears to contain suspicious comments which may help an attacker. Note: 
Matches made within script blocks or files are against the entire content not only comments.

URL http://localhost/newkupang/

Method GET

Attack

Evidence select

URL http://localhost/newkupang/alumni-aparatur

Method GET

Attack

Evidence select

URL http://localhost/newkupang/alumni-non-aparatur

Method GET

Attack

Evidence select

URL http://localhost/newkupang/berita-terbaru

Method GET

Attack

Evidence select

URL http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-
lingkup-bppsdmp-tanggal-15-april-2019

Method GET

Attack

Evidence select

http://localhost/newkupang/wilayah-kerja
http://localhost/newkupang/wismaasrama
http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://owasp.org/www-community/Security_Headers
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10021/
http://localhost/newkupang/
http://localhost/newkupang/alumni-aparatur
http://localhost/newkupang/alumni-non-aparatur
http://localhost/newkupang/berita-terbaru
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019


URL http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-
organik-genta-organik

Method GET

Attack

Evidence select

URL http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-
informatif-versi-komisi-informasi-provinsi-ntt

Method GET

Attack

Evidence select

URL http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-
pertanian-bbpp-kupang

Method GET

Attack

Evidence select

URL http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi

Method GET

Attack

Evidence select

URL http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-
pelajari-konsep-smart-integrated-farming

Method GET

Attack

Evidence select

URL
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-
petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-
mei-2019

Method GET

Attack

Evidence select

URL http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-
pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019

Method GET

Attack

Evidence select

URL http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani

Method GET

Attack

Evidence select

URL http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-
bbpp-kupang-tahun-2020

Method GET

Attack

Evidence select

http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-

http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019


URL wawancara-di-laksanakan-tanggal-18-19-juni-2019

Method GET

Attack

Evidence select

URL http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal

Method GET

Attack

Evidence select

URL http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-
tanggal-10-april-2019

Method GET

Attack

Evidence select

URL http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-
penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn

Method GET

Attack

Evidence select

URL http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676

Method GET

Attack

Evidence from

URL http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676

Method GET

Attack

Evidence select

URL http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676

Method GET

Attack

Evidence user

URL http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676

Method GET

Attack

Evidence username

URL http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676

Method GET

Attack

Evidence where

URL http://localhost/newkupang/daftar-aset

Method GET

Attack

Evidence select

http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676
http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676
http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676
http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676
http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676
http://localhost/newkupang/daftar-aset


URL http://localhost/newkupang/daftar-informasi-publik

Method GET

Attack

Evidence select

URL http://localhost/newkupang/diklat-aparatur

Method GET

Attack

Evidence select

URL http://localhost/newkupang/diklat-non-aparatur

Method GET

Attack

Evidence select

URL http://localhost/newkupang/forum

Method GET

Attack

Evidence select

URL http://localhost/newkupang/fungsional

Method GET

Attack

Evidence select

URL http://localhost/newkupang/galeri-foto

Method GET

Attack

Evidence select

URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence select

URL http://localhost/newkupang/guest-house

Method GET

Attack

Evidence select

URL http://localhost/newkupang/home

Method GET

Attack

Evidence select

URL http://localhost/newkupang/informasi-berkala

Method GET

Attack

Evidence select

URL http://localhost/newkupang/informasi-serta-merta

http://localhost/newkupang/daftar-informasi-publik
http://localhost/newkupang/diklat-aparatur
http://localhost/newkupang/diklat-non-aparatur
http://localhost/newkupang/forum
http://localhost/newkupang/fungsional
http://localhost/newkupang/galeri-foto
http://localhost/newkupang/galeri-video
http://localhost/newkupang/guest-house
http://localhost/newkupang/home
http://localhost/newkupang/informasi-berkala
http://localhost/newkupang/informasi-serta-merta


Method GET

Attack

Evidence select

URL http://localhost/newkupang/informasi-setiap-saat

Method GET

Attack

Evidence select

URL http://localhost/newkupang/informasi-yang-dikecualikan

Method GET

Attack

Evidence select

URL http://localhost/newkupang/instalasi-ternak

Method GET

Attack

Evidence select

URL http://localhost/newkupang/interaktif

Method GET

Attack

Evidence select

URL http://localhost/newkupang/kerjasama

Method GET

Attack

Evidence select

URL http://localhost/newkupang/komitmen-keterbukaan-informasi-publik

Method GET

Attack

Evidence select

URL http://localhost/newkupang/laboratorium

Method GET

Attack

Evidence select

URL http://localhost/newkupang/link-web

Method GET

Attack

Evidence select

URL http://localhost/newkupang/motto-visi-dan-misi

Method GET

Attack

Evidence select

URL http://localhost/newkupang/pengadaan-barangjasa

Method GET

http://localhost/newkupang/informasi-setiap-saat
http://localhost/newkupang/informasi-yang-dikecualikan
http://localhost/newkupang/instalasi-ternak
http://localhost/newkupang/interaktif
http://localhost/newkupang/kerjasama
http://localhost/newkupang/komitmen-keterbukaan-informasi-publik
http://localhost/newkupang/laboratorium
http://localhost/newkupang/link-web
http://localhost/newkupang/motto-visi-dan-misi
http://localhost/newkupang/pengadaan-barangjasa


Attack

Evidence select

URL http://localhost/newkupang/pengaduan

Method GET

Attack

Evidence select

URL http://localhost/newkupang/prestasi

Method GET

Attack

Evidence select

URL http://localhost/newkupang/profil-sdm-balai

Method GET

Attack

Evidence select

URL http://localhost/newkupang/search-detail/hasil-pencarian?q

Method GET

Attack

Evidence select

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

Attack

Evidence select

URL http://localhost/newkupang/sejarah-singkat

Method GET

Attack

Evidence select

URL http://localhost/newkupang/sertifikasi

Method GET

Attack

Evidence select

URL http://localhost/newkupang/standar-pelayanan-publik

Method GET

Attack

Evidence select

URL http://localhost/newkupang/statistik-sdm

Method GET

Attack

Evidence select

URL http://localhost/newkupang/struktur-organisasi

Method GET

Attack

http://localhost/newkupang/pengaduan
http://localhost/newkupang/prestasi
http://localhost/newkupang/profil-sdm-balai
http://localhost/newkupang/search-detail/hasil-pencarian?q
http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP
http://localhost/newkupang/sejarah-singkat
http://localhost/newkupang/sertifikasi
http://localhost/newkupang/standar-pelayanan-publik
http://localhost/newkupang/statistik-sdm
http://localhost/newkupang/struktur-organisasi


Evidence select

URL http://localhost/newkupang/struktural

Method GET

Attack

Evidence select

URL http://localhost/newkupang/tentang-informasi-publik

Method GET

Attack

Evidence select

URL http://localhost/newkupang/tentang-kami

Method GET

Attack

Evidence select

URL http://localhost/newkupang/themes/bbpp-kupang/assets/js/main.js

Method GET

Attack

Evidence select

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/js/bootstrap.
bundle.min.js

Method GET

Attack

Evidence select

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/glightbox/js/glightbox.min.js

Method GET

Attack

Evidence select

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/isotope-layout/isotope.pkgd.
min.js

Method GET

Attack

Evidence from

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/php-email-form/validate.js

Method GET

Attack

Evidence from

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/swiper/swiper-bundle.min.js

Method GET

Attack

Evidence select

URL http://localhost/newkupang/tugas-dan-fungsi

Method GET

Attack

http://localhost/newkupang/struktural
http://localhost/newkupang/tentang-informasi-publik
http://localhost/newkupang/tentang-kami
http://localhost/newkupang/themes/bbpp-kupang/assets/js/main.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/js/bootstrap.bundle.min.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/bootstrap/js/bootstrap.bundle.min.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/glightbox/js/glightbox.min.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/isotope-layout/isotope.pkgd.min.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/isotope-layout/isotope.pkgd.min.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/php-email-form/validate.js
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/swiper/swiper-bundle.min.js
http://localhost/newkupang/tugas-dan-fungsi


Evidence select

URL http://localhost/newkupang/wilayah-kerja

Method GET

Attack

Evidence select

URL http://localhost/newkupang/wismaasrama

Method GET

Attack

Evidence select

Instances 67

Solution Remove all comments that return information that may help an attacker and fix any 
underlying problems they refer to.

Reference

CWE Id 200

WASC Id 13

Plugin Id 10027

Informational Loosely Scoped Cookie

Description

Cookies can be scoped by domain or path. This check is only concerned with domain scope.
The domain scope applied to a cookie determines which domains can access it. For 
example, a cookie can be scoped strictly to a subdomain e.g. www.nottrusted.com, or 
loosely scoped to a parent domain e.g. nottrusted.com. In the latter case, any subdomain of 
nottrusted.com can access the cookie. Loosely scoped cookies are common in mega-
applications like google.com and live.com. Cookies set from a subdomain like app.foo.bar 
are transmitted only to that domain by the browser. However, cookies scoped to a parent-
level domain may be transmitted to the parent, or any subdomain of the parent.

URL http://localhost/newkupang/

Method GET

Attack

Evidence

URL http://localhost/newkupang/

Method GET

Attack

Evidence

URL http://localhost/newkupang/alumni-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/alumni-non-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/arsip-artikel-peternakan/default

Method GET

Attack

http://localhost/newkupang/wilayah-kerja
http://localhost/newkupang/wismaasrama
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10027/
http://localhost/newkupang/
http://localhost/newkupang/
http://localhost/newkupang/alumni-aparatur
http://localhost/newkupang/alumni-non-aparatur
http://localhost/newkupang/arsip-artikel-peternakan/default


Evidence

URL http://localhost/newkupang/arsip-berita/default

Method GET

Attack

Evidence

URL http://localhost/newkupang/arsip-pengumuman/default

Method GET

Attack

Evidence

URL http://localhost/newkupang/berita-terbaru

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-
lingkup-bppsdmp-tanggal-15-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-
organik-genta-organik

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-
informatif-versi-komisi-informasi-provinsi-ntt

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-
pertanian-bbpp-kupang

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-
pelajari-konsep-smart-integrated-farming

Method GET

Attack

Evidence

URL
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-
petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-

http://localhost/newkupang/arsip-berita/default
http://localhost/newkupang/arsip-pengumuman/default
http://localhost/newkupang/berita-terbaru
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019


mei-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-
pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-
bbpp-kupang-tahun-2020

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-
wawancara-di-laksanakan-tanggal-18-19-juni-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-
tanggal-10-april-2019

Method GET

Attack

Evidence

URL http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-
penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn

Method GET

Attack

Evidence

URL http://localhost/newkupang/daftar-aset

Method GET

Attack

Evidence

URL http://localhost/newkupang/daftar-informasi-publik

Method GET

http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/daftar-aset
http://localhost/newkupang/daftar-informasi-publik


Attack

Evidence

URL http://localhost/newkupang/diklat-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/diklat-non-aparatur

Method GET

Attack

Evidence

URL http://localhost/newkupang/forum

Method GET

Attack

Evidence

URL http://localhost/newkupang/fungsional

Method GET

Attack

Evidence

URL http://localhost/newkupang/galeri-foto

Method GET

Attack

Evidence

URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence

URL http://localhost/newkupang/guest-house

Method GET

Attack

Evidence

URL http://localhost/newkupang/home

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-berkala

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-serta-merta

Method GET

Attack

http://localhost/newkupang/diklat-aparatur
http://localhost/newkupang/diklat-non-aparatur
http://localhost/newkupang/forum
http://localhost/newkupang/fungsional
http://localhost/newkupang/galeri-foto
http://localhost/newkupang/galeri-video
http://localhost/newkupang/guest-house
http://localhost/newkupang/home
http://localhost/newkupang/informasi-berkala
http://localhost/newkupang/informasi-serta-merta


Evidence

URL http://localhost/newkupang/informasi-setiap-saat

Method GET

Attack

Evidence

URL http://localhost/newkupang/informasi-yang-dikecualikan

Method GET

Attack

Evidence

URL http://localhost/newkupang/instalasi-ternak

Method GET

Attack

Evidence

URL http://localhost/newkupang/interaktif

Method GET

Attack

Evidence

URL http://localhost/newkupang/kerjasama

Method GET

Attack

Evidence

URL http://localhost/newkupang/komitmen-keterbukaan-informasi-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/laboratorium

Method GET

Attack

Evidence

URL http://localhost/newkupang/link-web

Method GET

Attack

Evidence

URL http://localhost/newkupang/motto-visi-dan-misi

Method GET

Attack

Evidence

URL http://localhost/newkupang/pemanggilan-peserta/default

Method GET

Attack

Evidence

http://localhost/newkupang/informasi-setiap-saat
http://localhost/newkupang/informasi-yang-dikecualikan
http://localhost/newkupang/instalasi-ternak
http://localhost/newkupang/interaktif
http://localhost/newkupang/kerjasama
http://localhost/newkupang/komitmen-keterbukaan-informasi-publik
http://localhost/newkupang/laboratorium
http://localhost/newkupang/link-web
http://localhost/newkupang/motto-visi-dan-misi
http://localhost/newkupang/pemanggilan-peserta/default


URL http://localhost/newkupang/pengadaan-barangjasa

Method GET

Attack

Evidence

URL http://localhost/newkupang/pengaduan

Method GET

Attack

Evidence

URL http://localhost/newkupang/prestasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/profil-sdm-balai

Method GET

Attack

Evidence

URL http://localhost/newkupang/search-detail/hasil-pencarian?q

Method GET

Attack

Evidence

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

Attack

Evidence

URL http://localhost/newkupang/sejarah-singkat

Method GET

Attack

Evidence

URL http://localhost/newkupang/sertifikasi

Method GET

Attack

Evidence

URL http://localhost/newkupang/standar-pelayanan-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/statistik-sdm

Method GET

Attack

Evidence

URL http://localhost/newkupang/struktur-organisasi

http://localhost/newkupang/pengadaan-barangjasa
http://localhost/newkupang/pengaduan
http://localhost/newkupang/prestasi
http://localhost/newkupang/profil-sdm-balai
http://localhost/newkupang/search-detail/hasil-pencarian?q
http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP
http://localhost/newkupang/sejarah-singkat
http://localhost/newkupang/sertifikasi
http://localhost/newkupang/standar-pelayanan-publik
http://localhost/newkupang/statistik-sdm
http://localhost/newkupang/struktur-organisasi


Method GET

Attack

Evidence

URL http://localhost/newkupang/struktural

Method GET

Attack

Evidence

URL http://localhost/newkupang/tentang-informasi-publik

Method GET

Attack

Evidence

URL http://localhost/newkupang/tentang-kami

Method GET

Attack

Evidence

URL http://localhost/newkupang/tugas-dan-fungsi

Method GET

Attack

Evidence

URL http://localhost/newkupang/wilayah-kerja

Method GET

Attack

Evidence

URL http://localhost/newkupang/wismaasrama

Method GET

Attack

Evidence

Instances 61

Solution Always scope cookies to a FQDN (Fully Qualified Domain Name).

Reference

 https://tools.ietf.org/html/rfc6265#section-4.1
https://owasp.org/www-project-web-security-testing-guide/v41/4-
Web_Application_Security_Testing/06-Session_Management_Testing/02-

 Testing_for_Cookies_Attributes.html
http://code.google.com/p/browsersec/wiki/Part2#Same-origin_policy_for_cookies

CWE Id 565

WASC Id 15

Plugin Id 90033

Informational Modern Web Application

Description The application appears to be a modern web application. If you need to explore it 
automatically then the Ajax Spider may well be more effective than the standard one.

URL http://localhost/newkupang/

Method GET

Attack

http://localhost/newkupang/struktural
http://localhost/newkupang/tentang-informasi-publik
http://localhost/newkupang/tentang-kami
http://localhost/newkupang/tugas-dan-fungsi
http://localhost/newkupang/wilayah-kerja
http://localhost/newkupang/wismaasrama
https://tools.ietf.org/html/rfc6265#section-4.1
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
http://code.google.com/p/browsersec/wiki/Part2#Same-origin_policy_for_cookies
https://cwe.mitre.org/data/definitions/565.html
https://www.zaproxy.org/docs/alerts/90033/
http://localhost/newkupang/


Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/alumni-aparatur

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/alumni-non-aparatur

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/berita-terbaru

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-
lingkup-bppsdmp-tanggal-15-april-2019

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-
organik-genta-organik

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-
informatif-versi-komisi-informasi-provinsi-ntt

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-
pertanian-bbpp-kupang

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi

http://localhost/newkupang/alumni-aparatur
http://localhost/newkupang/alumni-non-aparatur
http://localhost/newkupang/berita-terbaru
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-adakan-sosialisasi-hasil-evaluasi-rapim-b-lingkup-bppsdmp-tanggal-15-april-2019
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-gelar-training-trainer-tot-gerakan-tani-pro-organik-genta-organik
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/bbpp-kupang-raih-penghargaan-sebagai-badan-publik-informatif-versi-komisi-informasi-provinsi-ntt
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/berkinerja-terbaik-kementan-beri-apresiasi-dua-insan-pertanian-bbpp-kupang
http://localhost/newkupang/blog/ib-inseminasi-buatan-sertifikasi


Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-
pelajari-konsep-smart-integrated-farming

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-
petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-
mei-2019

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-
pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-
bbpp-kupang-tahun-2020

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-
wawancara-di-laksanakan-tanggal-18-19-juni-2019

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal

Method GET

Attack

http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/kunjungi-bbpp-kupang-mahasiswa-universitas-pertahanan-pelajari-konsep-smart-integrated-farming
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-pengolahan-hasil-ternak-bagi-petanipeternak-dari-negara-timor-leste-bekerjasama-dengan-bbpp-kupang-tanggal-6-11-mei-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pelatihan-teknis-tematik-bagi-non-aparatur-di-p4s-tenda-pajo-lembor-manggarai-barat-dari-tanggal-9-11-april-2019
http://localhost/newkupang/blog/pendaftaran-untuk-pelatihan-1-juta-penyuluh-dan-petani
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/rekrutmen-calon-peserta-sertifikasi-profesi-tuk-mandiri-bbpp-kupang-tahun-2020
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/seleksi-calon-fasilitator-desa-program-readsi-tes-tpa-dan-wawancara-di-laksanakan-tanggal-18-19-juni-2019
http://localhost/newkupang/blog/sertifikasi-juleha-juru-sembelih-halal


Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-
tanggal-10-april-2019

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-
penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676

Method GET

Attack

Evidence <a id='"+k+"'></a>

URL http://localhost/newkupang/daftar-aset

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/daftar-informasi-publik

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/diklat-aparatur

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/diklat-non-aparatur

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/forum

Method GET

Attack

http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pembentukan-koperasi-baru-bbpp-kupang-tanggal-10-april-2019
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/blog/sosialisasi-pencegahan-dan-pemberantasan-penyalahgunaan-dan-peredaran-gelap-narkotika-p4gn
http://localhost/newkupang/combine/553345d1a0e37384766fe93f2c0c6fd2-1666191676
http://localhost/newkupang/daftar-aset
http://localhost/newkupang/daftar-informasi-publik
http://localhost/newkupang/diklat-aparatur
http://localhost/newkupang/diklat-non-aparatur
http://localhost/newkupang/forum


Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/fungsional

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/galeri-foto

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/galeri-video

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/guest-house

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/home

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/informasi-berkala

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/informasi-serta-merta

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/informasi-setiap-saat

Method GET

Attack

http://localhost/newkupang/fungsional
http://localhost/newkupang/galeri-foto
http://localhost/newkupang/galeri-video
http://localhost/newkupang/guest-house
http://localhost/newkupang/home
http://localhost/newkupang/informasi-berkala
http://localhost/newkupang/informasi-serta-merta
http://localhost/newkupang/informasi-setiap-saat


Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/informasi-yang-dikecualikan

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/instalasi-ternak

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/interaktif

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/kerjasama

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/komitmen-keterbukaan-informasi-publik

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/laboratorium

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/link-web

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/motto-visi-dan-misi

Method GET

Attack

http://localhost/newkupang/informasi-yang-dikecualikan
http://localhost/newkupang/instalasi-ternak
http://localhost/newkupang/interaktif
http://localhost/newkupang/kerjasama
http://localhost/newkupang/komitmen-keterbukaan-informasi-publik
http://localhost/newkupang/laboratorium
http://localhost/newkupang/link-web
http://localhost/newkupang/motto-visi-dan-misi


Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/pengadaan-barangjasa

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/pengaduan

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/prestasi

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/profil-sdm-balai

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/search-detail/hasil-pencarian?q

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/sejarah-singkat

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/sertifikasi

Method GET

Attack

http://localhost/newkupang/pengadaan-barangjasa
http://localhost/newkupang/pengaduan
http://localhost/newkupang/prestasi
http://localhost/newkupang/profil-sdm-balai
http://localhost/newkupang/search-detail/hasil-pencarian?q
http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP
http://localhost/newkupang/sejarah-singkat
http://localhost/newkupang/sertifikasi


Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/standar-pelayanan-publik

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/statistik-sdm

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/struktur-organisasi

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/struktural

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/tentang-informasi-publik

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/tentang-kami

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/glightbox/js/glightbox.min.js

Method GET

Attack

Evidence <a href="#" class="desc-more">'+i+"</a>

URL http://localhost/newkupang/tugas-dan-fungsi

Method GET

Attack

<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 

http://localhost/newkupang/standar-pelayanan-publik
http://localhost/newkupang/statistik-sdm
http://localhost/newkupang/struktur-organisasi
http://localhost/newkupang/struktural
http://localhost/newkupang/tentang-informasi-publik
http://localhost/newkupang/tentang-kami
http://localhost/newkupang/themes/bbpp-kupang/assets/vendor/glightbox/js/glightbox.min.js
http://localhost/newkupang/tugas-dan-fungsi


Evidence style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/wilayah-kerja

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

URL http://localhost/newkupang/wismaasrama

Method GET

Attack

Evidence
<a href="#" onclick="doGTranslate('id|en');return false;" title="English" class="gflag nturl" 
style="background-position:-0px -0px;"><img src="//gtranslate.net/flags/blank.png" height="
24" width="24" alt="English" /></a>

Instances 58

Solution This is an informational alert and so no changes are required.

Reference

CWE Id

WASC Id

Plugin Id 10109

Informational User Controllable HTML Element Attribute (Potential XSS)

Description

This check looks at user-supplied input in query string parameters and POST data to 
identify where certain HTML attribute values might be controlled. This provides hot-spot 
detection for XSS (cross-site scripting) that will require further review by a security analyst 
to determine exploitability.

URL http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP

Method GET

Attack

Evidence

Instances 1

Solution Validate all input and sanitize output it before writing to any HTML attributes.

Reference http://websecuritytool.codeplex.com/wikipage?title=Checks#user-controlled-html-attribute

CWE Id 20

WASC Id 20

Plugin Id 10031

http://localhost/newkupang/wilayah-kerja
http://localhost/newkupang/wismaasrama
https://www.zaproxy.org/docs/alerts/10109/
http://localhost/newkupang/search-detail/hasil-pencarian?q&q=ZAP
http://websecuritytool.codeplex.com/wikipage?title=Checks#user-controlled-html-attribute
https://cwe.mitre.org/data/definitions/20.html
https://www.zaproxy.org/docs/alerts/10031/
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